From: Rigopoulos, Kristina (Fed)

To: Liu, Yi-Kai (Fed); Moody, Dustin (Fed); Chen, Lily (Fed)
Subject: Annual Repot Item

Date: Thursday, July 6, 2017 2:56:21 PM

Hi Yi-Kai, Lily, and Dustin,

Please see the screenshot below. I am working with Pat O’Reilly to finalize the 2016 ITL Annual Report and came across a question from one of our reviewers about your section. Could you please let me know if this is

accurate?

Thanks,

Kristina
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Post-Quantum Cryptography
; In recent years, there has been a substannal amount of research on quantum computers —
s machines that exploit to solve probl that are difficult or
. intractable for conventional If large-scale q s are ever built, they
. will be able to break the existing infrastructure of public-key cryptography The focus of the

Post Quantum Cryptography project is to identify candidate quantum-resistant systems that are
| secure against both quantum and classical computers as well as the impact that such post-
quantum algorithms will have on current protocols and security infrastructures.

NIST researchers have held regular seminars throughout FY 2016. The presentation topics
include the latest published results; a synopsis of security analyses; and status reports in the
areas of ion, hash-based signatures, coding-based cryptography, lattice-

; based cryptography, and multivariate cryptography. Through these presentations and
discussions, the team has made significant progress in understanding the strengths and
weaknesses of the existing cryptographic schemes in each category.

In April 2016, NIST published NISTIR 8105, Report on Post-Quantum Cryptography,
: which shared the team’s current understanding about the status of quantum computing and
= post-quantum cryptography. The report also outlined NIST’s initial plan to move forward in
| this area. At Post-Quantum Cryptography (PQCrypto) 2016, NIST announced it would begin
the Post-Quantum Smndm dization Process, a thorough multi-year effort with the objective of
creating new q cryp iphic standards for public-key encryption and digital
sionamres (see www nist gov/nacrvnto) Thpea finctionalities are much more comnlex than
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Kristina Rigopoulos

Director of Communications

Trusted Identities Group

U.S. Department of Commerce, NIST

1401 Constitution Avenue, N.W., Room 2069
Washington, D.C. 20230

Email: Kristina.Rigopoulos@nist.gov
Mobile: 202.309.4791
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